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Recombined 1. Introduction
Thumbp”nts Thumbprinting ~ emerged as  a
technological solution to avoid illegal
Swethal, Suganya 3Anitha content re-distribution. Anonymous
Moses,*Mr.Kajendran fingerprinting is, thus, the most convenient
12 pG Scholar, *#Assistant Professor, strategy to protect-both thf: bu}./ers’ privacy
Department of MCA,Panimalar Engineering and the owner’s rights, since it guarantees
College the following properties: 1) only the buyer
Anna University. obtains the fingerprinted copy of the
content, 2) it preserves the anonymity of the
o buyers’ identities with respect to the
Abstract B Thumbp_rmtmg emer_ged_as a merchant. The fingerprint technique blends
technological solution to avoid illegal some of the advantages of the unicast and
c_ontent ) rt.e-dlstrlbutlon.. Anonymous multicast solutions. Many anonymous
fl_nge_rprl_nt IS a _solu_tlon for Iegal fingerprinting  schemes  exploit  the
distribution of multimedia contents with homomorphic  property of  public-key
copyright protection. The identities of buyer cryptography [5]. The proposal in [2], [12]
are' r('evea}led only in case of |_Ilegal is more attractive,since embedding occurs
redistribution. Some of the problems in the only for a few seed buyers and the
existing fingerprint protocols are 1) use of fingerprint of the other buyers are
complex tlme-consumlng protocols  and/or automatically generated as a recombination
homomorphic encryption of the content, and of the fingerprints of their “parents” in a
2) a unicast approach for distribution that graph distribution scenario.The public-key
does not_ scale forala_rge number of buyer§. encryption in the distribution and traitor
Recombined fingerprints methodology is tracing protocols, it must be taken into
usgd. Proposed _system is efficient, scalable, account that this encryption is only applied
p_rlvacy-pre_zservmg and P_ZP ] b_ase_d to short bit strings, such as the binary
fingerprinting system. The multimedia file is fingerprints and hashes, not to the content.
d'SFr'bUted in the peer—pegr net_work_s. The The fragments of the content are encrypted
main work of the process is to identify any using symmetric cryptography, which is
misuse of multimedia copies along the peer- much more efficient
peer network. The recombined fingerprint
are used for unique identification of the Most fingerprinting systems can be
merchant and buyers. Finally evaluate the classified in three categories [3], namely
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symmetric, asymmetric and anonymous
schemes. In symmetric schemes, the
merchant is the one who embeds the
fingerprint into the content and forwards the
result to the buyer; hence, the buyer cannot
be formally accused of illegal redistribution,
since the merchant also had access to the
fingerprinted content and could be
responsible for the redistribution.

As scalability is concerned, the
unicast approach in which the merchant
establishes a connection with each single
buyer is not a convenient strategy. However,
broadcast distribution is not suitable for
fingerprinting applications since different
fingerprints are required for different buyers
in order to guarantee traceability. Peerto-
peer (P2P) distribution can be the answer to
this difficulty, as proposed in this paper,
since this technique blends some of the
advantages of the unicast and multicast
solutions. In fact, some content distributors
are already operating under the P2P
paradigm.

2. System model

Merchant distributes copies of the
content legally to the seed buyers. Each
fragment of the content contains a different
segment of the fingerprint embedded into
it.Seed buyers receive fingerprinted copies
of the contents from the merchant. Other
buyers purchase the content and obtain their
fingerprinted copies from the P2P
distribution system.The content is assembled
from fragments obtained from different
“parents”. Anonymous connections with
peer buyers are provided by means of
proxies. Proxies provide anonymous
communication between peer buyers by
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means of a specific protocol analogous to
Chaum’s mix networks .Transaction monitor
keeps a transaction register for each
purchase carried out for each buyer. This
transaction register includes an encrypted
version of the embedded fingerprints.
Tracing authority checks illegal re-
distribution, it participates in the tracing
protocol that is used to identify the illegal
re-distributor(s).

2.1 Mercantile:

he distributes copies of the content legally
to the seed buyers. Each fragment of the
content
contains a different segment of the
fingerprint embedded into it. The segments
have low pair-wise
correlations.

2.2 Seed buyers (Bifori=1,...,M):

They receive fingerprinted copies of
the contents from the merchant that are used
by the P2P distribution system to bootstrap
the system. They can be either real or
dummy buyers as discussed in [13].

2.3 Proxies:

They provide anonymous
communication between peer buyers by
means of a specific protocol
analogous to Chaum’s mix networks [5] (see
below).
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2.4 Tracing authority:

in case of illegal re-distribution, it
participates in the tracing protocol that is
used to identify the illegal re-distributor(s).

3. Security model

As Security is concerned, there are
two main items to be protected: ¢ Buyer
frame proofness is related to the possibility
that an innocent buyer is accused of illegal
redistribution of the purchased content.
Copyright protection would be broken if any
party obtains a copy of the content whose
fingerprint is not included in the
fingerprints’ database of the transaction
monitor (and thus can be re-distributed
illegally) or the association of that particular
fingerprint with the illegal re-distributor
cannot be completed.

4 P2P distribution protocol

The improvements to the system stem
from the storage of an encrypted version of
the buyers fingerprints, Efi ,computed as
follows: * Each fragment of the content shall
be transmitted with a fingerprint’s segment
gj embedded into it and together with an
encrypted version of the segment E ¢ gj =
E(gj ,Kc) where Kc is the public key of the
transaction monitor. ¢« Each proxy facilitates
the anonymous communication between
parents and child for the transmission of
those fragments. Proxies selects a set of m
contiguous fragments of the content for
distribution in peer-to-peer network. The
construction of the fingerprint with
segments and sets of contiguous segments is
shown in Fig.1. ¢« The proxy concatenates
the m contiguous encrypted segments,
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encrypts the concatenation using the public
key of the tracing authority (Ka) and sends
the result to the transaction monitor. e
Hence, the transaction monitor stores the
following encrypted version of the
fingerprint: Efi=E (Ecgl |Ecg2]|...|Ec
gm ,Ka) | ... | E (Ec g(L-1)m+1 [E ¢
g(L-1)m+2 | [E ¢ gLm ,Ka) -
Modification of the transmission protocol
refers to the use of symmetric cryptography
to encrypt the content in such a way that
intermediate routers do not have access to
the original text of the content. * The
transaction monitor cannot decrypt Efi
without the private key Ks a of the authority.

llg l: I‘mgcrpnnl\ segments (g;) and sets of m contiguous segments

5. Traitor tracing protocol

The new basic traitor tracing protocol
(when no collusion occurs) begins with the
extraction of the fingerprint of the illegally
re-distributed copy by the tracing authority.
Then, the authority uses the public key of
the transaction monitor and its own public
key to produce the encrypted fingerprint
which can be efficiently searched in the
database of the transaction monitor. Once
the pseudonym of the illegal re-distributor is
available,it can be associated to a real
identity. ¢ The fingerprint f of the illegally
redistributed content is extracted by the
tracing authority using the extraction
method and the extraction key (provided by
the merchant). « The fingerprint’s segments
gj are encrypted using the public key of the
transaction monitor: E ¢ gj = E(gj,Kc). *
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6. Security and Privacy

An illegal redistributor can be traced
efficiently using a standard database search
in the transaction monitor and it is not
required to decrypt any of the fingerprints
recorded by the transaction monitor. The
output of the tracing protocol is the identity
of at least one illegal re-distributor. * If no
collusion occurs, the fingerprint f would be
first extracted by the tracing authority,
which is trusted. Then the tracing authority
would compute E ¢ gj = E(gj ,Kc) for each
segment (using the public key of the
transaction monitor), and finally obtain Ef
after grouping the segments in sets of m
consecutive elements and encrypting these
groups with its public key Ka. After that, the
transaction monitor,which is also trusted for
transaction database search, would output
the pseudonym of the illegal re-distributor.

E;, = E(E|E2)...|ES K,
E( ..;[f.-—lflm—l E;-:L—l]r.'r,-f?

The pseudonym can be linked to the
real identity by the merchant, who provides
also a signed document that associates the
real identity and the pseudonym. This
completes the proof. * In case of collusion of
several buyers, the extracted fingerprint
would not be a valid codeword of the anti
collusion code used in the scheme. Then, the
system described in [12] would be used: the
encrypted hash Ehf = E(hf ,Kc) would be
searched instead of the encrypted
fingerprint, where hf denotes the hash
obtained applying the hash function to the
traced fingerprint f. Thus, Basic traitor
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tracing would be used with the hash of the
fingerprint instead of the fingerprint itself.
As described in [12], with a large enough
hash space, hash collisions would be almost
negligible and a traitor would still be
identified in the vast majority of the cases.

6.1 Buyers’ privacy

The identity of a buyer who has
purchased a specific content could be
revealed by a coalition of two parties: one of
the proxies chosen by the buyer and the
merchant (who can link her pseudonym to a
real identity) or, similarly, the transaction
monitor and the merchant. Better privacy
could be achieved if, for example, the
pseudonyms were encrypted by the proxies
using the public key of the tracing authority.

7. Conclusion and future work

The final result is a fingerprinting
system that features: Efficient and scalable
distribution of multimedia contents in P2P
networks. Efficient traitor tracing of illegal
re-distributors through a standard database
search. Privacy preservation and buyer
frame proofness. Mutual anonymity for
merchant and buyers and between peer
buyers. Collusion resistance. Avoidance of
fingerprint embedding except for a few seed
buyers. In future work the multimedia
contents is distributed in peer to peer
networks and provide security by encryption
and decryption using DES algorithm. But it
takes high execution time. To overcome this
drawback Blowfish algorithm is used for
encryption and decryption and it provide
security. Blowfish algorithm works on
variable key length, it works for bit length
64-448.Because of this it takes less

Page 152




International Journal of Advanced Research in

7

Computer Networking,Wireless and Mobile Communications iy
Volume: 2 Issue: 1 25-Apr-2015,ISSN_NO: 2320-7248
execution time. The objective of blowfish networks,”Computers & Security, vol. 29,
algorithm is to encrypt the images in a short pp. 269-277, Mar. 2010.
execution time with minimum cost. The , )
images are encrypted which are all [51 M. Kuribayashi, “On  the
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