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Abstract -- Generally, colliding parties who have private data may conduct privacy-preserving data
analysis (PPDA) tasks to learn beneficial data models in a distributed manner. The field of privacy has
seen rapid advances in recent years because of the increases in the ability to store data. In particular,
recent advances in the data mining field have lead to increased concerns about privacy. While the topic of
privacy has been traditionally studied in the context of cryptography and information-hiding, recent
emphasis on data mining has lead to renewed interest in the field. In this paper, we will introduce the
topic of privacy-preserving data mining. It is often highly valuable for organizations to have their data
analyzed by external agents. However, any program that computes on potentially sensitive data may lead
to risks leaking information through its output. Differential privacy provides a theoretical framework for
processing data while protecting the privacy of individual records in a dataset. Unfortunately, it has seen
limited adoption because of the loss in output accuracy, the difficulty in making programs differentially
private, lack of mechanisms to describe the privacy budget in a programmer’s utilitarian terms. So, in this
paper we have proposed how to share private data securely.
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1, INTRODUCTION

Technical advancements had lead to difficulties in preserving and securing data. Data
analysis requires data sharing among several sources. But such data sharing also involves the
sharing of private data. Sharing of private data may become harmful in the case of misuse of
such data. European Community privacy standards [5], U.S. health-care laws [15], and
California SB1386 are some of the laws formulated for the protection of confidential data. Yet,
these laws involve real cost which include expenditures for security. The main aim is to fulfill
the purpose of data sharing for data analysis without any explicit sharing or letting out of data.
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This serves the purpose by providing security and at the same time enabling the benefits of a
global data source. Secure multiparty computation (SMC) [7], is a latest solution to this problem.
Nowadays, data management applications have evolved from pure storage and retrieval of
information to finding interesting patterns and associations from large amounts of data. With the
advancement of Internet and networking technologies, more and more computing applications,
including data mining programs, are required to be conducted among multiple data sources that
scattered around different spots, and to jointly conduct the computation to reach a common
result. However, due to legal constraints and competition edges, privacy issues arise in the area
of distributed data mining, thus leading to the interests from research community of both data
mining. According to SMC, the parties which participate will learn only the final outcome and
what is deduced from their own private inputs. Some applications of SMC protocol are
forecasting [9], decision tree analysis [19] and auctions [16] among others. Yet, SMC does not
provide guarantee of data i.e the data furnished by the parties may be truthful or not. Data
analysis is usually carried out among parties with adverse interests. In SMC, the general
assumption is that the inputs provided by the parties are truthful. The main interest of all
participating parties is to learn the results.SMC requires expensive computations and so parties
find it difficult to participate. One major detriment of the SMC protocol is it is not possible to
verify whether the parties are truthful about their private data which is given as input.

2, RELATED WORKS

A function is non-cooperative computable [NCC] if honest agents can compute it by reporting
truthfully their private inputs, while unilateral deviations by the players are not beneficial. If a
deviation from truth revelation can mislead other agents, then the deviator might end up with a
wrong result. Previous work provided full characterization of the Boolean functions which are
non-cooperatively computable.By [20], it extends the study of NCC functions to the context of
group deviations. According to [11] we analyze how to build a decision tree classifier under the
following scenario: a database is vertically partitioned into two pieces, with one piece owned by
Alice and the other piece owned by Bob. Alice and Bob want to build a decision tree classifier
based on such a database, but due to the privacy constraints, neither of them wants to disclose
their private pieces to the other party or to any third party. We present a protocol that allows
Alice and Bob to conduct such a classifier building without having to compromise their privacy.

3, SYSTEM ANALYSIS
3.1 Existing System

In the existing system, we use SMC. Secure multi-party computation (also known as secure
computation or multi-party computation (MPC)) is a subfield of cryptography. The goal of this
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field is to create methods that enable parties to jointly compute a function over their inputs, while
at the same time keeping these inputs private. The concept is important in the field
of cryptography and is closely related to the idea of zero knowledge. . For example, two
individuals who each possess some secret information—a and Y, respectively—may wish to

jointly compute some function f(I y) without revealing any information about  and ¥ other

than what can be reasonably deduced by knowing the actual value of f (I: y), where
"reasonably deduced" is often interpreted as equivalent to computation within polynomial time.
The primary motivation for studying methods of secure computation is to design systems that
allow for maximum utility of information without compromising user privacy. Secure
computation was formally introduced in 1982 by A. Yao.

3.2 Proposed System

Multiple parties can participate using PPDA .This is in contrast to SMC protocol which is used
in the existing system. Each party participates in PPDA to learn the output of some function f
over the joint inputs of the parties. First, all participating parties send their private inputs
securely to a trusted third party (TTP), then TTP computes f and sends back the result to every
participating party. Here TTP will checks either participant’s parties give truthful inputs or not.
In addition to the final result, we analyse the incentive issues and display the list of the
organisations in which the individual takes part. The techniques used in the proposed system are
discussed below.
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Figure.1 System Architecture

3.2.1 Noncooperative Computation:

This model works by collecting the private inputs from the participating parties and jointly
computing the correct function results. We introduce the concept of non-cooperative
computation (NCC), which is the co-operative computation of a function by self-motivated
agents, where each of the agents possesses one of the inputs to the function. In NCC the agents
communicate their input (truthfully or not) to a trusted center, which performs a commonly-
known computation and distributes the results to the agents. The question is whether the agents
can be incented to communicate their true input to the center, allowing all agents to compute the
function correctly. NCC is a game theoretic concept.

3.2.2 Association Rule Mining:

Proposed by Agrawal et al in 1993. It is an important data mining model studied extensively by
the database and data mining community.
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I ={i1, i2, ..., im}: & set of items.

T: a set of transactions

T={t, to, ..., ta}.

Computation result is correct with probability one, and no party could correctly compute the
correct result once the party lies about his or her inputs in a way that changes the original
function result.

ALGORITHM

o Either Jv_; € D_;. g;(f(ti(vi).v_i),vi) # flvi,v_;)
o OrVv_; € D_;. f(ti(vi),v—;) = flvi,v—)
The above definition simply states what function could be computed in NCC setting
deterministically (i.e., computation result is correct with probability one), and no party could
correctly compute the correct result once the party lies about his or her inputs in a way that
changes the original function result. In other words, if a party i replaces its true input vi with v_i
and if f(v_ i, v—i) _= f(vi, v=i), then party i should not be able to calculate the correct f(vi, v—i)
from f(v_ i, v—i). And vi. Note that strategy (ti, gi) means that the way the input is modified,
denoted by ti, and the way the output is calculated, denoted by gi. In ti can be considered as
choosing a value different from the actual input, and gi can be considered as the ways the correct
p and s2 are computed. Another implication of the above definition is that for any ti, the
corresponding gi should be deterministic, because each party want to exactly compute the
“correct” result. A two-party protocol is proposed to securely compute JC. The protocol consists
of two stages
« Stage 1 - Computing Random Shares of | Dy N Dy|:
At the end. P, has a random number oy and P» has a
random number a. such that ay 4+ as = |Dy N Ds).
o Stage 2 - Computing JC Score:
Py sets 31 = |Dy| — ay and P, sets Gy = |Ds| — as.

Both parties securely compute jiiﬁf

4, SPECIFICATION

4.1 Functional Specification
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A functional requirement defines a function of a software-system or its component. A function is
described as a set of inputs, the behavior, and outputs. The proposed system is achieved by
creating a network coding between virtual servers.

4.2 Non-Functional Specification
4.2.1 Efficiency

Providing a network coding between virtual servers and improve the client downloading speed
and decrease the sink workload.

5, APPLICATION

To deal with the multi Nash equilibrium problem of non cooperative game based spectrum
sharing in cognitive radio networks, we use the variation of utility of cognitive users to judge the
stability after several iterations. We limit our study to simple single-level master-worker
platforms and to the case where each scheduler is in charge of a single application consisting of a
large number of independent tasks

6, FUTURE ENHANCEMENTS

We will investigate incentive issues in other data analysis tasks, and extend the proposed
theorems under the probabilistic NCC model. Another important direction that we would like to
pursue is to create more efficient Secure Multi-party Computation techniques tailored towards
implementing the data analysis tasks that are in DNCC.

7, CONCLUSION

Through this paper we have investigated privacy issues and proposed a solution using the game
theoretic concept NCC .Further we would analyze the incentive issues and enhance the system
using DNCC in future.
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