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Abstract 

Phishing websites are very dangerous as 

they exploit the vulnerabilities of people to 

get access to people's sensitive information 

and data. These type of websites later 

pretend to be legitimate sources to deceive 

users into revealing their personal data. 

Attackers usually target on the common 

details like email IDs and credit card 

numbers being common targets. Detecting 

phishing kind of attacks is critical because 

they are becoming more and more hostile. 

Phishers often choose websites that appear 

visually and semantically identical to 

genuine ones. Here the protective measure 

aims to safeguard users security, prevent 

access to fake users, hacked, or 

undesirable URLs, and to give the trust to 

the users of our website towards their data 

privacy and protection from the phishing 

Advertisement. 

Keywords: Review analysis, Product 

comparison, Phishing detection, Blocking 

page redirection. 

1. Introduction 

Introducing a Phishing-Aware E-

commerce Website. Explore the enhanced 

security and innovative features designed 

to protect users from phishing threats. 

Safeguarding your online shopping 

experience, this platform goes beyond 

traditional measures, ensuring a secure 

environment for transactions and user data. 

Discover the cutting-edge solutions 

implemented to combat phishing attempts 

and elevate your online safety.  

 

2. Related Work 

This paper discusses the significance of 

IPv6 and its NDP (Neighbor Discovery 

Protocol) component in shaping the future 

of internet connectivity and IT expansion. 

However, it also highlights the 

vulnerability of NDP to various cyber 

attacks due to its trust-based model. To 

address these security concerns, the paper 

proposes NDP security (NDPsec) 

mechanism based on the Ed25519 digital 

signature. Overall, the paper suggests that 

NDPsec offers significant advantages in 

terms of security, processing efficiency, 

and resilience against cyber attacks 

compared to existing NDP security 

mechanisms. This highlights its potential 

to address the security challenges 

associated with IPv6 and NDP, thus 

facilitating the adoption of IPv6 as the 

cornerstone for future internet connectivity 

and IT expansion.[1] 

This paper addresses the persistent issue of 

phishing attacks in the digital world and 

proposes a novel approach to counter them 

using multilayered stacked ensemble 

learning. Proposed Approach: The paper 

introduces a multilayered stacked 

ensemble learning technique, comprising 

estimators at different layers. Predictions 

from the current layer's estimators serve as 

input for the next layer, creating a 

hierarchical and interconnected model.[2]     

This paper addresses the ongoing threat of 

phishing attacks, wherein attackers employ 

social engineering techniques to lure users 

into divulging sensitive information 

through deceptive websites. To address 

these challenges, the paper proposes a 
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deep learning-based framework 

implemented as a browser plug-in. This 

framework aims to provide real-time 

detection of phishing risks when users visit 

web pages, issuing warning messages as 

necessary. The real-time prediction service 

integrates multiple strategies, including 

whitelist filtering, blacklist interception, 

and machine learning (ML) prediction, to 

enhance accuracy, reduce false alarms, and 

minimize computation time.[3] 

This paper addresses the persistent 

challenges in phishing detection despite 

decades of development, particularly 

focusing on the potential of deep learning 

techniques to enhance detection 

accuracy.Taxonomy Proposal: The study 

presents a taxonomy of deep learning 

algorithms for phishing detection by 

systematically reviewing 81 selected 

papers. The taxonomy aims to categorize 

existing literature into various 

classifications, providing a structured 

framework for understanding and 

analyzing the landscape of deep learning 

techniques in phishing detection.[4] 

This paper addresses the persistent threat 

of phishing attacks and proposes a 

boosting-based multi-layer stacked 

ensemble learning model for effective 

detection. The paper highlights phishing as 

a prevalent online scam where attackers 

impersonate trustworthy entities to obtain 

personal information such as passwords 

and credit card details. Despite efforts to 

combat these attacks, they continue to pose 

a significant threat to users.[5] 

3. Objective 

The Main motive of this project is to 

provide an e-commerce service to the user 

with an fruitful propitious to enhance the 

user experience while using our  e-

commerce website. And also safeguarding 

the user from threads and unwanted type 

of advertisements like phishing while 

using our website. 

4. Proposed System 

Nowadays all are doing purchases through 

the online shopping only. In current e-

commerce website we have limited 

features and protection of user data’s. In 

our project we developed and implemented 

new features like product comparison chart 

views, Giving positive & Negative  grade 

to the user review by Analyzing the review 

statements given by reviewer. And also 

protecting the user from the unwanted. 

Threads & phishing Ads while shopping 

throw our website.  

5. Architecture Diagram  

 

               Fig: 5.1 Architecture Diagram  

6. Implementation 

6.1 Social Networks Module 

In this module the user login to the 

application and use search engine to search 

any content of data. This application get 

the required data with respective to the 

keywords entered in the search engine.And 

also this module include all the basic 

feature like , add favorite , add to cart, and 

More. 
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      Fig: 6.1 User Activity 

6.2 Product Comparison Module 

This module includes the comparison 

feature, this is one of the new feature 

added in our proposed system.By this 

comparison feature the user can able 

to compare the products according to their 

needs.This feature helpful in faster 

decision making and to  selecting an good 

product from the available products in the 

website. 

 

Fig: 6.2 Comparison Process 

 

6.3 Review Analysis Module 

This module includes the second new 

feature of our proposed system.This 

review analysis feature give rating for the 

product by analyze the user review word 

by word by compare it with the good and 

bad values we given as document as pre-

 builderedly. This will be helpful in getting 

the accurate  rating percentage for the 

particular product . 

 

Fig: 6.3 Review Score Generating 

Process 

6.4 Admin Module 

This module includes all the activities 

done by the admin team of the web page.

The activities are admin login, add 

product, view product review and more.

Majorly detecting and blocking the 

phishing ads from the website.By this, the 

users can feel safe to use our E-

commerce website. 

 

Fig: 6.4 Admin Controls And Activity 
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7. Experimental Result 

In this result section we discusses about 

the implementation of new features to the 

e-commerce website like a product 

comparison and generating score for user 

review based on the good and bad values 

and also identifying and blocking the 

phishing advertisements figure 7.1 shows 

the user login and figure 7.2 shows the 

admin login and figure 7.3 shows product 

comparison and figure 7.4 shows the 

review score analysis and finally figure 7.5 

showing the phishing advertisement page 

and blocking page redirection . 

 

 

Fig: 7.1 User Registration & Login Page 

 

 

                  Fig: 7.2 Admin Login Page 

 

 

 

 

 

           Fig: 7.3 Product Comparison Page 

 

 

        Fig: 7.4 Review Score Analysis Page 

 

 

Fig:7.5 Displaying Advertisement page 
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Fig:7.6 Blocking From Phishing Page 

Redirection 

 

 

Fig:7.7 Risk Reduction Chart 

8. Conclusion & Future Work 

By this project we have been initiated new 

Features in the existing E-commerce in the 

platform, it would be very helpful for the 

user to experiences the new features in the 

shopping Website. And another major 

features in this project was have 

implemented security protection for the 

user personal data from the phishing 

advertisement in the E-commerce 

Shopping Website. In Future the Phishing 

detection will be fully automated in our 

platform by using some AI and Machine 

Learning.  
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