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Abstract: In the Existing work based on state machines for intrusion detection of 

communication protocol misbehaving patterns to avoid delay due to trust aggregation and 

propagation to promptly react to malicious behaviors in safety critical MCPSs. In this we focus 

on medical cyber physical system in which doctor will remotely monitor the behavior of the 

patient physical body value. So the value can change by the malicious user.  To secure from the 

malicious user, we use behavior rule specification based. In this process during the 

authentication process, user provides user name, password, IP Address in same browser. OTP 

also send as to email for security purpose. Then user login is succeeded. 
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Introduction: 

The most prominent characteristic of a medical cyber physical system (MCPS) is its feedback 

loop that acts on the physical environment. In other words, the physical environment provides 

data to the MCPS sensors whose data feed the MCPS control algorithms that drive the actuators 

which change the physical environment. MCPSs are often characterized by sophisticated patient 

treatment algorithms interacting with the physical environment including the patient. Another 

solution to increase system lifetime is to use multipath routing which is also for fault and 

intrusion tolerance to improve data delivery in WSNs. The basic idea is to increase the number 

of path toward the sink from every node available in the WSN. That is we need to enlarge the 

count of number of path reaching the sink node or base station. While most prior research 

focused on using multipath routing to improve reliability, some attention has been paid to using 
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multipath routing to tolerate insider attacks. All the current studies, however, largely ignored the 

steadiness between QoS gain and energy consumption which can adversely shorten the system 

lifetime. . However, an IDS technique for MCPSs is still in its infancy with very little work 

reported. Intrusion detection techniques in general can be classified into four types: signature, 

anomaly, trust, and specification-based techniques. .To accommodate resource-constrained 

sensors and actuators in an MCPS, we propose behavior-rule specification based intrusion 

detection (BSID) which uses the notion of behavior rules for specifying acceptable behaviors of 

medical devices in an MCPS. Rule-based intrusion detection thus far has been applied only in the 

context of communication networks which have no concern of physical environments and the 

closed-loop control cited above is that structure as in an MCPS. Our contribution relative to prior 

work we specifically consider behavior rules for MCPS actuators controlling patient treatment 

algorithms as well as for physiological sensors providing information concerning the physical 

environment. Further, we propose a methodology to transform behavior rules to a state machine, 

so that a device that is being monitored for its behavior can easily be checked against the 

transformed state machine for deviation from its behavior specification. Existing work only 

considered specification based state machines for intrusion detection of communication protocol 

misbehaving patterns. 

 

System Model: 
 
Intrusion detection 
              

An intrusion detection system (IDS) is a device or software application that monitors network 

or system activities for malicious activities or policy violations and produces electronic reports to 

a management station. IDS come in a variety of "flavors" and approach the goal of detecting 

suspicious traffic in different ways. There are network based (NIDS) and host based (HIDS) 

intrusion detection systems. NIDS is a network security system focusing on the attacks that come 

from the inside of the network (authorized users). Some systems may attempt to stop an intrusion 

attempt but this is neither required nor expected of a monitoring system. Intrusion detection and 

prevention systems (IDPS) are primarily focused on identifying possible incidents, logging 

information about them, and reporting attempts. In addition, organizations use IDPSes for other 

purposes, such as identifying problems with security policies, documenting existing threats and 

deterring individuals from violating security policies. IDPSes have become a necessary addition 

to the security infrastructure of nearly every organization. IDPSes typically record information 

related to IDPSes observed events, notify security administrators of important observed events 

and produce reports. Many can also respond to a detected threat by attempting to prevent it from 

succeeding. They use several response techniques, which involve the IDPS stopping the attack 

itself, changing the security environment (e.g. reconfiguring a firewall) or changing the attack's 

content.  

Network Intrusion Detection Systems (NIDS) are placed at a strategic point or points within the 

network to monitor traffic to and from all devices on the network. It performs an analysis of 

passing traffic on the entire subnet, and matches the traffic that is passed on the subnets to the 

library of known attacks. Once an attack is identified, or abnormal behavior is sensed, the alert 
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can be sent to the administrator. An example of an NIDS would be installing it on the subnet 

where firewalls are located in order to see if someone is trying to break into the firewall. Ideally 

one would scan all inbound and outbound traffic, however doing so might create a bottleneck 

that would impair the overall speed of  the network. OPNET and NetSim are commonly used 

tools for simulation network intrusion detection systems. 

 

 
 
 
OTP 
 

  A one-time password (OTP) is a password that is valid for only one login session or 

transaction, on a computer system or other digital device. OTPs avoid a number of shortcomings 

that are associated with traditional (static) password-based authentication; a number of 

implementations also incorporate two factor authentication by ensuring that the one-time 

password requires access to something a person has (such as a small key ring fob device with the 

OTP calculator built into it, or a smartcard or specific cell phone) as well as something a person 

knows (such as a PIN).The most important advantage that is addressed by OTPs is that, in 

contrast to static passwords, they are not vulnerable to replay attacks. This means that a potential 

intruder who manages to record an OTP that was already used to log into a service or to conduct 

a transaction will not be able to abuse it, since it will no longer be valid. A second major 

advantage is that a user who uses the same (or similar) password for multiple systems, is not 

made vulnerable on all of them, if the password for one of these is gained by an attacker. A 

number of OTP systems also aim to ensure that a session cannot easily be intercepted or 

impersonated without knowledge of unpredictable data created during the previous session, thus 

reducing the attack surface further.OTPs have been discussed as a possible replacement for, as 

well as enhancer to, traditional passwords. On the downside, OTPs are difficult for human beings 

to memorize. Therefore, they require additional technology to work. A time-synchronized OTP 

is usually related to a piece of hardware called a security token (e.g., each user is given a 

personal token that generates a one-time password). It might look like a small calculator or a 

keychain charm, with an LCD that shows a number that changes occasionally. Inside the token is 

an accurate clock that has been synchronized with the clock on the proprietary 

authentication server. On these OTP systems, time is an important part of the password 

algorithm, since the generation of new passwords is based on the current time rather than, or in 

addition to, the previous password or a secret key. This token may be a proprietary device, or 

a mobile phone or similar mobile device which runs software that is proprietary, freeware, 

or open-source. An example of time-synchronized OTP standard is Time-based One-time 

Password Algorithm 

 

Health Care 
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    Health care is the maintenance or improvement of health via the diagnosis, 

treatment,and prevention of disease, illness, injury,and other physical and mental impairmentsin 

human beings. Health care is delivered by health professionals (providers or practitioners) 

in alliedhealth,professions, chiropractic, physicians, dentistry, midwifery, nursing, medicine, opt

ometry, pharmacy,psychology, and other health professions. It includes the work done in 

providing primary care, secondary care, and tertiary care, as well as in public health. Access to 

health care varies across countries, groups, and individuals, largely influenced by social and 

economic conditions as well as the health policies in place. Countries and jurisdictions have 

different policies and plans in relation to the personal and population-based health care goals 

within their societies. Health care systems are organizations established to meet the health needs 

of target populations. Their exact configuration varies between national and sub national entities. 

In some countries and jurisdictions, health care planning is distributed among market 

participants, whereas in others, planning occurs more centrally among governments or other 

coordinating bodies. In all cases, according to the World Health Organization (WHO), a well-

functioning health care system requires a robust financing mechanism; a well-trained and 

adequately-paid workforce; reliable information on which to base decisions and policies; and 

well maintained health facilities and logistics to deliver quality medicines and technologies.  

Health care can contribute to a significant part of a country's economy. In 2011, the health care 

industry consumed an average of 9.3 percent of the GDP or PPP-adjusted per capita across the 

34 members of OECD countries. Health care is conventionally regarded as an important 

determinant in promoting the general physical and mental health and well-being of people 

around the world. An example of this was the worldwide eradication of smallpox in 1980, 

declared by the WHO as the first disease in human history to be completely eliminated by 

deliberate health care interventions.  

 

 

 

Safety 
 

         Discussions of safety often include mention of related terms. Security is such a term. With 

time the definitions between these two have often become interchanged, equated, and frequently 

appear juxtaposed in the same sentence. Readers unfortunately are left to conclude whether they 

comprise a redundancy. This confuses the uniqueness that should be reserved for each by itself. 

When seen as unique, as we intend here, each term will assume its rightful place in influencing 

and being influenced by the other. Safety is the condition of a “steady state” of an organization 

or place doing what it is supposed to do. “What it is supposed to do” is defined in terms of public 

codes and standards, associated architectural and engineering designs, corporate vision and 

mission statements, and operational plans and personnel policies. For any organization, place, or 

function, large or small, safety is a normative concept. It complies with situation-specific 

definitions of what is expected and acceptable. 
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Using this definition, protection from a home’s external threats and protection from its internal 

structural and equipment failures (see Meanings, above) are not two types of safety but rather 

two aspects of a home’s steady state. In the world of everyday affairs, not all goes as planned. 

Some entity’s steady state is challenged. This is where security science, which is of more recent 

date, enters. Drawing from the definition of safety, then: Security is the process or means, 

physical or human, of delaying, preventing, and otherwise protecting against external or internal, 

defects, dangers, loss, criminals, and other individuals or actions that threaten, hinder or destroy 

an organization’s “steady state,” and deprive it of its intended purpose for being. Using this 

generic definition of safety it is possible to specify the elements of a security program. 

 

I. Literature Survey: 

 

                Intrusion detection systems are deployed on hosts in a computing infrastructure to 

tackle undesired events in the course of usage of the systems. One of the promising domains of 

applying intrusion detection is the healthcare domain. A typical healthcare scenario is 

characterized by high degree of mobility, frequent interruptions and above all demands access to 

sensitive medical records by concerned stakeholders. Migrating this set of concerns in pervasive 

healthcare environments where the traditional characteristics are more intensified in terms of 

uncertainty, one ends up with more challenges on security due to nature of pervasive devices and 

wireless communication media along with classic security problems for desktop based systems. . 

The ratings of a node will be done through the ratio of packet forwarded by packets received. 

Further, the ratings can be done using the E-commerce models. In E-commerce models, each 

node votes the successive node depending upon the ratio of packet forwarded by packets 

received. The update ratings will be done through Spor as formula or Molina’s formula or with a 

combination of both models. Further, the proposed agent-based framework uses reputation of a 

node through neighbouring nodes as part of trust calculation. The simulations were presented to 

calculate the trust of a node. We discuss three key challenges for securing cyber physical systems 

understanding the threats, and possible consequences of attacks, identifying the unique properties 

of cyber-physical systems and their differences from traditional IT security, and discussing 

security mechanisms applicable to cyber physical systems. In particular, we analyze security 

mechanisms for: prevention, detection and recovery, resilience and deterrence of attacks. 
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II. Proposed System 
 

             In this we focus on medical cyber physical system in which doctor will remotely monitor 

the behavior of the patient physical body value. So the value can change by the malicious user.  

To secure from the malicious user, we use behavior rule specification based. In this during the 

authentication process, user provides user name, password, IP Address in same browser. OTP 

also send as to email for security purpose. Then user login is succeeded 

 

III. METHODOLOGY 

  

Attribute-Based Encryption 
 

                 There is a trend for sensitive user data to be stored by third parties on the Internet. For 

example, personal email, data, and personal preferences are stored on web portal sites such as 

Google and Yahoo.  

Our Construction 
 

          Let G1 be a bilinear group of prime order p, and let g be a generator of G1. In addition, let 

e: G1 × G1 → G2 denote the bilinear map. A security parameter, κ, will determine the size of the 

groups. We also define the Lagrange coefficient Δi, S for i -Zp and a set, S, of elements in Zp: 

Δi,S(x) = _j-S,j_=I x−j i−j . We will associate each attribute with a unique element in Z-p. Our 

construction follows 
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        Setup Define the universe of attributes U = {1, 2, . . . ,n}. Now, for each attribute i - U, 

choose a number ti uniformly at random from Zp. Finally, choose y uniformly at random in Zp. 

The published public parameters PK are 

T1 = gt1, . . . , T|U| = gt|U|, Y = e(g, g)y 

The master key MK is: 

t1, . . . , t|U|, y . 

 

         Encryption (M,γ,PK) To encrypt a message M - G2 under a set of attributes γ, choose a 

random value s-Zp  and publish the cipher text as: 

E = (γ,E_= MYs, {Ei = Tsi}i-γ) . 

 

         Decryption (E,D) We specify our decryption procedure as a recursive algorithm . For ease 

of exposition we present the simplest form of the decryption algorithm and discuss potential 

performance improvements in the next subsection. We first define a recursive algorithm Decrypt 

Node(E,D, x) that takes as input the cipher text E = (γ,E_, {Ei}i-γ), the private key D (we assume 

the access tree T is embedded in the private key), and a node x in the tree. It outputs a group 

element of G2 or ⊥. Let i = att(x). 

 

    If the node x is a leaf node then: 

 

Decrypt Node(E,D, x) =___e(Dx,Ei) 

= e(gqx(0)ti, gs·ti) 

=e(g, g)s·qx(0) if i - γ 

Otherwise 

 

Stemming Algorithm: 
 

              Stemming is the term used in linguistic morphology and information retrieval to 

describe the process for reducing inflected (or sometimes derived) words to their word stem, 

base or root form generally a written word form. The stem need not be identical to 

the morphological root of the word; it is usually sufficient that related words map to the same 

stem, even if this stem is not in itself a valid root. Algorithms for stemming have been studied 

in computer science since the 1960s. Many search engines treat words with the same stem 

as synonyms as a kind of query expansion, a process called conflation.  

Suffix-stripping algorithms 

 

                   Suffix stripping algorithms do not rely on a lookup table that consists of inflected 

forms and root form relations. Instead, a typically smaller list of "rules" is stored which provides 

a path for the algorithm, given an input word form, to find its root form. Some examples of the 

rules include: 

if the word ends in 'ed', remove the 'ed' 
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if the word ends in 'ing', remove the 'ing' 

if the word ends in 'ly', remove the 'ly' 

Suffix stripping approaches enjoy the benefit of being much simpler to maintain than brute force 

algorithms, assuming the maintainer is sufficiently knowledgeable in the challenges of linguistics 

and morphology and encoding suffix stripping rules. Suffix stripping algorithms are sometimes 

regarded as crude given the poor performance when dealing with exceptional relations (like 'ran' 

and 'run'). The solutions produced by suffix stripping algorithms are limited to those lexical 

categories which have well known suffixes with few exceptions. This, however, is a problem, as 

not all parts of speech have such a well formulated set of rules. Lemmatization attempts to 

improve upon this challenge.Prefix stripping may also be implemented. Of course, not all 

languages use prefixing or suffixing. 

 

One technique for improving IR performance is to provide searchers with ways of finding 

morphological variants of search terms There are four automatic approaches. Affix removal 

algorithms remove suffixes and/or prefixes from terms leaving a stem. These algorithms 

sometimes also transform the resultant stem. The name stemmer derives from this method, which 

is the most common. Successor variety stemmers use the frequencies of letter sequences in a 

body of text as the basis of stemming. The n-gram method conflates terms based on the number 

of diagrams or n-grams they share. Terms and their corresponding stems can also be stored in a 

table. Stemming is then done via lookups in the table. These methods are described below. 

                           

TYPES OF STEMMING ALGORITHMS 

 

             There are several approaches to stemming. One way to do stemming is to store a table of 

all index terms and their stems. For example: 

   Term       Stem 

--------------------- 

engineering   engineer 

engineered    engineer 

engineer       engineer 

 

Terms from queries and indexes could then be stemmed via table lookup. Using a B-tree or hash 

table, such lookups would be very fast.  
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IV. Over All System Architecture: 

 

USER : 

         If the Patients want to access the data from the server, they should have an account with 

that server. Without having an account they aren’t able to access the files are view the details. So 

first the patient will create an account with that server by providing the necessary information 

like Username, Password, DOB, Address and Phone number, medicines they are using and type 

of diagnosis and treatment that they are taking etc. 

CLOUD SERVER:  

               Cloud Computing means sharing of resource. The resource will be stored in the Remote 

server called as Cloud Server.  In our project all the patient’s information will be stored in the 

Cloud Servers. So that the patients information can be retrieved from the Cloud server. Also the 

Cloud Server will store all the patients’ information in their database for future purpose. Also 

they will have all the type of data regarding the personal health care. 

ACCESS PREVILEGES:  

                Although the Cloud Computing is vast developing technology, In security point of 

view the it need more growth. To overcome this disadvantage, we implementing two types of 

Cloud. Once is Public Cloud and another one is Private Cloud. In Private the patient will set the 

access privileges for each and every user they wish. In Public Cloud, the Cloud Server will set 

the access privileges’ for each and every user based on their designation. So that legitimate users 

can view the data stored in the cloud only up to their privilege level. They aren’t allowed to view 

the data beyond their privileges. 

DATA VIEW: 

     The legitimate users are allowed to view the data Cloud in the Cloud Server up to their 

privileges. To view the each stored in the Cloud Server, each user have to provide their 

authentication key then only they can able to view the data. Also the data in the Cloud Server 

will be entirely encrypted. So that it is not possible to view the data by hacking the server.  
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EMERGENCY CONDITIONS:  

           When the patient’s stage is critical, we can use the Glass door break technique to view the 

patient’s records, so that we can provide the first aid to the Patients. To implement this module 

and dynamic alert will send to the Emergency department, so that with their permission, we can 

view the patient’s records in the critical situation.  

V. CONCLUSION: 

             In future work, we plan to analyze the overheads of our detection techniques such as the 

various distance-based methods in comparison with contemporary approaches. We also plan to 

deepen adversary modeling research based on stochastic Petri net techniques as well as intrusion 

defense modeling research based on accumulation of deviation from good states such that the 

system can dynamically adjust CT to maximize intrusion detection performance in response to 

changing attacker behaviors at runtime. 
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