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Abstract - In the existing system, hospital;
details are maintained as a hardcopy like report. In most
of hospital records are maintained as a hard copy due to
huge volume and complexity, it is difficult to manage
those data sets using traditional software and hardware.
in this paper we propose an efficient storage system for
patient information. Through this system we providing a
security system for patient and hospital details. To
secure the record we are implementing an efficient
system by crypto stegano system. Patient details are
stored in cloud for memory management and it will easy
way access the data. We are providing permission key
to access the patient details. No one can access the
information without the knowledge of doctor. So,
through this a security level is increased by storing data
using crypto steganography.
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1. INTRODUCTION
The  development of computer and

communication technology, EHR has become an
indispensable tool for medical services [1]. The system
utilizes some electronic devices such as the computer to
deal with digital medical records, and it has the
advantages of easy to use, stronger timeliness, and low
cost. EHR not only provides the most useful data for
diagnosis and scientific research but also it gives one
kind of judgment basis for handling medical disputes.
So, it has attracted a wide range of attention including
the government, the medical community, cybersecurity
department, and so on [2], [3]. Because the medical data
is crucial for the diagnosis, and it is personal and
sensitive for patients. Thus, data sharing and privacy
preservation issues are critical in EHR. The medical
data should be stored, managed, and accessed securely.
Notably, the doctor usually needs to know the medical
history of the patient when he/she makes the diagnosis
or treatment. However, the patient cannot professionally
describe his/her medical history, which will affect the
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latest treatment. Thus, in EHR, historical medical data
generated by different doctors in different hospitals
should be capable of being securely and timely queried
by a legitimate doctor with the patient’s consent, please
see [4]- [7] for more details. In recent years, the EHR
system is markedly developed with the rise of cloud
computing. For example, in [8], authors first expounded
the security requirements of the EHR system based on
cloud computing. Also, some suggestions are suggested
to ensure the security of medical data in the cloud. In
[9], the attribute-based encryption is utilized to protect
the data in the cloud, and then the proposed EHR
system is implemented in an android phone. In [10],
Xhafa et al. proposed an attribute-based EHR with
privacy awareness in cloud computing. However, as
mentioned in [11], [12], these cloud-based schemes
have some flaws. For example, they have a dependency
on the cloud provider. If some targeted attacks to cloud
provider are carried out, then the information leakage is
likely to occur. Additionally, the server may suddenly
stop if the cloud providers would go bankrupt or be
swallowed up by the larger companies. That is, the
security of EHR will be threatened. In 2008, the
blockchain structure was proposed [13]. It can be
viewed as a distributed database and satisfies the
features of decentralization, tamper resistance, and
asymmetric encryption. This technology can provide a
reliable way to manage and store data. So, it may be a
promising solution for EHR. At present, the blockchain
based researches for EHR have already started attracting
attention from medicine.

2. SECURITY POLICY

Access control is concerned with permitting
only authorised users (subjects) to access services and
resources (targets). It limits the activity of legitimate
users who have been successfully authenticated.
Authorisation or access control policy defines the high-
level rules specifying the conditions under which
subjects are permitted to access targets [14]. However,
in many systems there is no real policy specification,
only the implementation in terms of low-level
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mechanisms such as access control lists. The study of
access control has identified a number of useful access
control models, which provide a formal representation
of security policies and allow the proof of properties
about an access control system.

2.1 Block chain is an undeniably ingenious invention —
the brainchild of a person or group of people known by
the pseudonym, Satoshi Nakamoto. But since then, it
has evolved into something greater, and the main
question every single person is asking is: What is Block
chain? By allowing digital information to be distributed
but not copied, block chain technology created the
backbone of a new type of internet. Originally devised
for the digital currency, Bitcoin, (Buy Bitcoin) the tech
community is now finding other potential uses for the
technology.

2.2. Cryptography is the process of hiding or coding
information so that only the person a message was
intended for can read it. The art of cryptography has
been used to code messages for thousands of years and
continues to be used in bank cards, computer passwords,
and ecommerce.

2.3 Steganography is the technique of hiding secret
data within an ordinary, non-secret, file or message in
order to avoid detection; the secret data is then extracted
at its destination. The use of steganography can be
combined with encryption as an extra step for hiding or
protecting data.

3. PROPOSED SYSTEM
We propose an efficient storage system for patient

information. Through this system we providing a
security system for patient and hospital details. To
secure the record we are implementing an efficient
system by crypto stegano/ Watermarking system.
Patient details are stored in cloud for memory
management and it will easy way access the data. We
are providing permission key to access the patient
details. No one can access the information without the
knowledge of doctor. So, through this a security level is
increased by storing data uploading crypto
steganography / Watermarking.

4.MODULE

4.1 CASE DEFINE ADMIN MODULE

In general, case can be defined as a course or
principle of action adopted or proposed by an
organization or individual.
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Fig. 4.1 Case Define Admin Module

4.2. LOGIN MODULE

Authentication is the process of determining
whether someone or something is. In private and public
computer  networks  (including  the  Internet),
authentication is commonly done through the use
of logon passwords. Knowledge of the password is
assumed to guarantee that the user is authentication.
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Fig. 4.2. Login Module

4.3 USER REGISTRATION:

In this module user/ patient have to register
their personal information like name, address, mail 1D,
mobile number, address. And those details will be
stored on database. After registration user will get user
ID and password to access the application. This is ana
application to view their hospital report from cloud. to
access the hospital records we are creating user Id and
password for authentication.

4.4 HOSPITAL SERVER:

Server is the main process for every application
because it is the only way for communication it will
establish the communication between client and
corresponding website. In this module we are
implementing hospital server to maintain both patient
information, doctor information and other hospital
details.  All doctors have to register their designation
and other details same like that other hospital have to
register their details on this server. Because patient may
change their treatment from one hospital to another that

Page 1738




/

isrjournals
]

International Journal of Advanced Research in Computer Science Engineering and Information Technology

Volume: 6, Issue: 3,Special Issue: 2 ,Apr,2023 ,ISSN_NO: 2321-3337

is why hospital will also register their information.
server will maintain all the details and provide details
whenever user request for the query.

4.5 STEGNO ANALYSIS:

Steganography is the practice of concealing a
file, message, image, or video within another file,
message, image, or video. We are hiding the patient’s
personal information and their report about disease.
Every data will be stored as a stegano format. when we
stored the record as a stegano it will not hack or theft by
anyone.

4.6 IMAGE CRYPTOGRAPHY:

In our system we are storing the patient
scanning report like their x-ray, ECG and other images
in encrypted form using ECC algorithm. ECC generates
keys through the properties of the elliptic curve equation
instead of the traditional method of generation as the
product of very large prime numbers. Using ECC
algorithm we are encrypting the image file and store it
in cloud server.

4.7 FOG COMPUTING:

Fog computing is a term created by Cisco that
refers to extending cloud computing to the edge of an
enterprise's network. Also known as Edge Computing or
fogging, fog computing facilitates the operation of
compute, storage and networking services between end
devices and cloud computing data centers. It is a
separate to maintain the decoy information. Here we are
decoy the patient information in secure way. Decoy is
the process of creating a fake report of patient. For
security we are creating this type of record.

4.8 DATA ACCESS:

In this module we are implementing accessing
process for user as well as hospital. In this initially a
patient detail will be maintained by a doctor who is the
person patient met at first time. He had only the
permission to access the patient information. If it any
case patient change the hospital or he/she want to view
his/her details they need some key to access the data
which is stored in cloud. if the patient their hospital a
new doctor has to give key to access the patient details.
For both people they need one key to access the file.
That key will be provided by a doctor from hospital 1.
Bothe patient and doctor have user id and password to
access the file. System will check their ID and password
if it matches with previous data base, they will get key
from doctor and view the details. if it will not match
with previous database server will provide decoy file
and alert will be send to the patient.

4.9 BLOCK CHAIN IMPLEMENTATION:

A block is a container data structure. The
average size of a block seems to be 1MB (source). Here
every certificate number will be created as a block. For
every block a hash code will generate for security.
Patient records are created as a block chain.
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5. N-Tier Architecture
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Figure 5.1 N-Tier Architecture

6. EXPERIMENTAL RESULTS

This result discusses about the implementation
of the policy-based security for various cases are
identified and the below Fig. 5.1., Fig. 5.2. and Fig. 5.3
Shows the implementation of admin policy based on the
proposed methodology.
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Fig.6.1. Shows the Admin Policy
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Fig.6.2. Shows Patient Registration
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Fig.6.3. Shows Patient Info
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7. CONCLUSION & FUTURE WORK

In this paper we infer that crypto stegano
technique will be more secure for Patient information.
For that ECC algorithm is used. They can view their
information anywhere but by providing to access the
data. So, security level increased by comparing with
existing work.

Future enhancement:

The future work of this paper is we can secure
the content in two different cloud server and also, we
can divert the cloud server while third party try to
accessing our patient’s information. Try to implement
this system in mobile application for user feasible.
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