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Abstract — We propose a new anonymous
substantiation scheme for secure data storage in clouds.
In the proposed scheme, the cloud verifies the
authenticity of the series without knowing the user’s
identity before storing data. Our scheme also has the
added feature of access control in which only valid users
are able to decrypt the stored information. The scheme
prevents replay attacks and supports creation,
modification, and reading data stored in the cloud. We

also address user revocation.
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. INTRODUCTION
Clouds can provide several types of services like

Applications (e.g., Google Apps, Microsoft online),
(e.g., EC2,
Nimbus), and platforms to help developers write

infrastructures Amazon’s Eucalyptus,
applications (e.g., Amazon’s S3, Windows Azure).Much

of the data stored in clouds is highly sensitive, for
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example, medical records and social networks. Security
and

Privacy are, thus, very important issues in cloud
computing. In one hand, the user should authenticate
itself before Initiating any transaction, and on the other
hand, it must be Ensured that the cloud does not tamper
with the data that is Outsourced. User privacy is also
required so that the cloud Or other users do not know the

identity of the user.

1. PROPOSED SYSTEM

We propose our privacy preserving authenticated
access control scheme. According to our scheme a user
can create a file and store it securely in the cloud. This
scheme consists of use of the two protocols ABE
(Attribute Based Encryption) and ABS (Attribute Based
Schema). There are three users, a creator, a reader, and
writer. Creator Alice receives a token from the trustee,
who is assumed to be honest. A trustee can be someone
like the federal government who manages social

insurance numbers etc. On presenting her id (like
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health/social insurance number), the trustee gives her a
token. There are multiple KDCs (here 2), which can be
scattered.

ADVANTAGES:

Authentication of users who store and modify their
data on the cloud.
The identity of the user is protected from the cloud

during authentication

Il. EXSISTING SYSTEM

Existing DOSNs use cryptographic primitives that
hide the data but reveal the access policies. At the
same time there are privacy preserving variants of these
cryptographic primitives that do not reveal access
policies. They are however not suitable for usage in the
DOSN context because of performance or storage

constraints.

DISADVANTAGES:

Implemented in Centralized architecture

User Identity is not hidden

IV.SYSTEM ARCHITECTURE

V.MODULE DESCRIPTION

e Login

This module authorize user into the

system. This adds security to the user data. The login
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credentials are secured by encryption and they are

decrypted back by the server to avoid eavesdropping.

Granting Access
The user who want the data to be shared need

to be authorized by the data owner. This is done by
requesting for access token and access token is
automatically sent to the user. The authorization token is
mandatory to access the file. A user with not access
token cannot view the file too.

Multiple Access
The module-2 is repeated for many times to

grant access to many users. Here the data is not
replicated but it is shared and also the data is read only
for the users, so every user can read single data at a time.
This enables the access anonymously to all the user who

have access code.

Access Token Generation

In this module user must log in to the system as
data owner and upload the data to the server. This
module also has the secure upload facility and request of
the user is not recorded (anonymously) to ensure the
privacy of the user. The data is transferred from the data
owner system to the cloud using http protocol. The

access token is generated by the data owner.

VI.CONCLUSION

We have presented a decentralized access control

techniquewith  anonymous  authentication,  which

provides user revocation and prevents replay attacks.
The cloud does not know the identity of the user who
stores information, but only verifies the user’s
credentials. Key distribution is in a decentralized way.

One limitation is that the Cloud knows the access policy
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for each record stored in the cloud. In future, we would

like to hide the attributes and access policy of a user.
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