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Abstract

The advancement of the Internet of Things (IoT) technologies will play a significant role in the growth of smart cities and industrial
applications. Networksustainabilityisconsideredasasignificantcharacteristicfor loT basedapplications. Wireless Sensor Network (WSN)
is one of the emerging technologies utilized for sensing and data transferring processes in loT-based applications offers such network
sustainability where WSN is acted as the subnets in the IoT model. However, heterogeneous faults like hardware, software, and time-
based faults are the major determinants that affect the network stability of 10T based WSN (IWSN) model and also the multi- objectives
like coverage, connectivity and energy consumption are required to improve the quality of service in 10T based WSN (IWSN) model. Inthis
paper, the Adaptive Coverage and Connectivity (ACC) scheme is proposed to attain the efficient IWSN model. It employs two underlying
methodologies in which the first method provides the optimal coverage to all target objects and its mathematical model guarantees the
coverage rate. The second method deals with connectivity and energy consumption of the network. The experimental results manifest that,
unlike existing schemes, the proposed ACC scheme can sustain the network for a prolonged time. And at the same time, a novel Energy-
Efficient Heterogeneous Fault Management scheme has been proposed to manage these heterogeneous faults in IWSN. Efficient
heterogeneous fault detection in the proposed scheme can be achieved by using three novel diagnosis algorithms. The new Tuned Support
Vector Machine classifier facilitates to classify the heterogeneous faults where the tuning parameters of the proposed classifier will be
optimized through Hierarchy based Grasshopper Optimization Algorithm. Finally, the performance results evident that the diagnosis
accuracy of the proposed scheme acquires 99% and the false alarm rate sustains below 1.5% during a higher fault probability rate. The
diagnosis accuracy rate is enhanced up to 17% as compared with existing techniques.

Keywords: Fault diagnosis, Heterogeneous Faults, Internet of Things, Network Stability, Wireless Sensor Network, Multi-objective,

Quality of service, ACC.

1.1 INTRODUCTION

Internet of Things (10T) has advanced as a new prototype that
consists of changed smart grid, smart city and smart home
applications. It interlocks the objects to develop new smart
service area, value-added services and real-time applications.
loT allows combination of several enabling technologies with
different abilities like sensing, computing, monitoring,
managing, storage and connectivity [2]. Communication and
interconnection are considered as major challenging concerns
for the efficient development of I0T. In addition, the mobility
of objects is permitted in the 10T model where the creation of
rule for mobility and routing management is also addressed
during the development of the 10T model [3-7].

Usually, identifying coverage, network connectivity and
energy consumption are significant challenges in most of the
above-mentioned applications of IWSN [10]. Sensing
coverage of a WSN indicates how well the nodes supervise an
area of interest where they are placed. Further, coverage is the
slow measure of the network sensing ability. Network
connectivity of a WSN implies how well the sensors can
communicate where it states the performance measure of the
network communication ability. Another critical challenge of
WSN is energy consumption due to its rechargeable battery
constraints [12-14]. Therefore, the description of these three
performance measures facilitates the better improvement of
WSNs for various 10T based applications [15].

IOT has been projected as one of the most
dominant existing technologies that includes several smart
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objects assembled to provide reliable information. Typically,
the loT architecture can be categorized into three layers:
sensor, communication, and application layer. Finally, the
application layer accords with human-machine interaction
and evaluating the information. Here, the data is supervised
by several network systems and engrossed through different
physical devices. Now, loT-based WSN (IWSN) integration
becomes smarter for several applications such as smart
agriculture, smart grid, remote health monitoring, and
disaster detection [7]. These smart applications necessitate
real-time analytics for systematic decision making and
consistent network process. IWSN offers unrestricted storage
and computation capability for efficient data analysis in smart
applications [8].

In this paper, there are two underlying methods are
implemented in the proposed scheme namely: Adaptive
Coverage (AC) and Energy- Efficient Connectivity (EEC).
The AC method is responsible for sensing coverage, whereas
the network connectivity and energy consumption are
managed by the EEC method. The primary features addressed
in this work are prolonging the coverage rate, maintaining
network connectivity, minimizing energy consumption and
time complexity.

The E?’HFM scheme incorporates two methods:
heterogeneous fault diagnosis and classification. Primarily,
the heterogeneous fault diagnosis method employs three
novel diagnosis algorithms to detect the different
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heterogeneous faults includes hardware, software, and time-
based faults. Thereafter, these three diagnosis algorithms are
formulated into a sequential process of the proposed E2HFM
scheme. Finally, the heterogeneous fault classification stage
of the proposed scheme utilizes the Tuned Support Vector
Machine (TSVM) to classify the faults according to the fault

types.

The rest of the item is organized into several

described in Section 6.

Fire event
alert

. - > sensing
sections as follows. Section 2 considers the summary of the Sensing area node
related work. Section 3 introduces the proposed Network
model approach and E?HFM scheme along with its PE—
underlying frameworks. The ACC scheme along with the
mathematical model and performance evaluation is depicted
in Section 4. Section 5 summarizes the simulation results and
discussions. Finally, the conclusion and future work are

Fig. 1 Basic WSN architecture for forest fire detection and
Heterogeneous Fault Management in IWSN

2. Related work
The following section offers a global review of the existing sensed coverage. Constructive Heuristic and Disjunctive
state-of-the-art schemes related to the connectivity, coverage and Heuristic algorithms are employed to generate feasible solutions
energy consumption problems of WSNs and at the same time of the SPSRC scheme. The ma- jor problem with these two
heterogeneous fault diagnosis and classification issues of algorithms is that they allocate the responsibility of choosing
IWSNSs. Thesensing coverage problem can be considered as an alive nodes to the lower energy sensor nodes. This increases the
optimization problem while sustaining network connectivity. number of dead node and the connectivity of the entire network
Coverage is generally categorized into three main classes iscollapsed.
namely: target coverage, barrier coverage and area coverage [28,
29]. A comparison of several fault management approaches is The sensor nodes provide unpredicted responses owing to the
summarized in Table 1. extensive range of real-time applications and resource

restrictions. This makes a variety of node and link failures in
In [17], the authors present a Monte-Carlo Markov Chain IWSN. A Node-Link Failure Fault Tolerance (NLFFT) scheme
(MCMC) scheme to determine the sensing coverage of WSN. is presented to manage the faults caused either by sensor node
MCMC is stated to be the probability that the sensor network with or link failure during data communication [18]. The NLFFT
multi-state nodes can effectively convey the coverage oriented scheme comprises two mechanisms: improved-handoff and
sensed datato the mobilesink withinaspecifiedtime. To save the quadratic minimum spanning tree mechanism. The improved-
battery energy and extend the lifetime of the network, nodes handoff mechanism establishes a way to identify the failure
follow a random duty-cycling method. To minimize the node caused by poor battery power. Then, the faulty node is
coverage problem, the authors aim to establish a minimum replaced with appropriate neighbor nodes. The second
number of nodes in the sensing area to satisfy the coverage mechanism deals with link failure and replaces the damaged
requirements of the target objects [20]. Here, Sink and sensor edge with an alternative edge in the communication link. These
Placement, Scheduling, Routing with Connected coverage two mechanisms facilitate the NLFFT scheme to achieve better
(SPSRC) scheme has proposed. The scheme combines the accuracy and throughput. However, the selection of alternate
decision for the position of sink and nodes, operatingschedules edge develops the additional communication overhead and
ofthedistributed nodesandsensed information flow routes from affects the network stability of IWSN.
every alive node to its allocated central sink for connecting the
3 proposed ACC and faulty sustainability of WSN and also the proposed EZHFM scheme
management scheme o ) involves two stages: heterogeneous fault diagnosis and
Anovel Adaptive Coverageand Connectivity (ACC) scheme is heterogeneous fault classification. A detailed description of
proposed to reduce the coverage, connectivity and energy these two stages is demonstrated in the following sections.
consumption problems of WSN. It involves two efficient The framework of the proposed method is exposed in Figure
underlying methodologies namely: Adaptive Coverage (AC) 2. The framework incorporates the multiple heterogeneous
method and Energy-Efficient Connectivity (EEC) method. fault diagnosis approaches into a sequential process of the
The AC_method focuses on offerlng gptlmum coverage rates to proposed EZHFM method in the IWSNS.
the entire sensing area which will increase the network
lifetime of WSN._ At the same time,_ the EEC method offers 3.1 Adaptive coverage method
network connectivity among multiple sensor nodes  that As discussed earlier, the area coverage can be categorized as
reduces the energy consumption and maximizes the network
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full coverage and partial coverage. The full coverage refers to
every point of sensing area is covered by at least one node and
there arise overlapping among sensor nodes whereas some
points are not covered in partial coverage. In the proposed
work, dense coverage mode and sparse coverage mode are
considered as full coverage and partial coverage respectively.
Since dense coverage is stringent condition and costly, it
should be utilized only if required.

Figure 3 states a generic model for adaptive coverage. The
figure depicts an area of interest fragmented into four regions
(X1, X2, Y1, Y2) to acquire different levels of sensing
coverage. For example, Y2 has a 90% coverage necessity
being a crucial sensing area. Instead, supervising 50% of X2 is
sufficient. Thus, IWSN applications may need network
configurations with different modes of coverage.

Health Status

Location

Fip | Sip |Dip |Ncr |NBr | Xn

Y

n

N H
Fyp : Frame Identification 112 NCR .
BR:

S/p : Source ID x

. . : X position of Source
D,p : Destination ID n P

Y, :Y position of Source

battery energy whereas the node kept a large amount of
energy in sparse mode. The proposed AC method figures
out the information and pays more consideration to both
modes. Based on inter-node distance, the AC method
automatically switched to any one of the nodes. This category
of switching technique can extend the battery energy of sensor
nodes for a prolonged time.

3.2 Heterogeneous Fault Diagnosis

The proposed heterogeneous fault diagnosis approach
detects the hardware failure includes transceiver unit,
microcontroller unit, battery unit, and sensor unit faults of
the deployed nodes. Primarily, the sink node forwards a
HardwareFaultDiagnosis Information tothe 1hop neighbors
nodes set within the radius of 2R and initiates the timer. In
this work, the battery of the sink is assumed to be more
powerful compared to the normal nodes. Figure 3 shows
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Sensor Current Reading
Sensor Battery Reading

the message format in which the first field holds the frame
identification ID and the nexttwo fields denote source and
destination IDs. The fourth and fifth fields indicate the
health status and the last two fields designate the
geographical location of the sensor node.

Initialization Phase

T2 T i

Hardware
Tault
diagnosis

e

Software
fault
diagnosis

l.\'n

Time-
Based
fault
diagnosis

Fault Classification
Faulty Node — —> Stage
(Hybrid TH classifier)

e 5 Non-Faulty Node
Fault Diagnosis Stage T

Figure 2. The framework of proposed E?HFM
method

Figure 3. The Infonrp message format

Ifasingle-hopnodesetgetsthelnf onrp framefrom
thesink, every sensor node formulates a health status and
then sends back its status to the sink. If the sink node
receives the Infonrp from a node () within d time, then
it takes a decision that the microcontroller and transceiver
units of the corresponding n: are operating normally. Next,
the battery unit fault of n; isidentified

on the basis of the current Nz value. If the residual battery
(RB) of m; is lesser than a threshold (T2) value, then itdeduces
that the battery unit of n; is faulty. Finally, the detection of a
sensor unit faultofanode can be achieved based on Sc of the
sensor unit. Ifan Infoxrp frame contains the

Ner value of m;, then it takes a decision that the sensor unit
of a node n; is non-faulty otherwise it isrecognizedasfaulty.
Similarly, all sensor nodes broadcastthe Infoxrp messageto
completethe mechanism of hardware fault detection which
is illustrated in Algorithm 1.

Algorithm 1 — Hardware Fault Diagnosis Algorithm

Begin

N ={n1,n2,....,nk}

[*set of deployed nodes*/
Nhf = {nhf1,Nhf2, ...., nhfq}

/*set of hardware faulty nodes*/

1 Initially, sink broadcasts a Infoxrp inthe range 2R

/* Fault diagnosis process*/
2 Initiate O timer

3 if(@<Ti)then
/* Hardware fault diagnosis*/
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4 Receive Infoss» frame for node n;;

] Microcontro
llerand Transceiver units of n; is
non-faulty; 6 if (RB <T)
then

1 Battery unit fault has appeared in n;;
§ Node n; is inserted into Nuf;
! end if
| else

1 Microcontroller and Transceiver units of n; is
faulty;

i Node n; is inserted into Nif;

3 end if
14 if Infourp content Ncr then

5 Sensor unit of n; isnon-faulty;
1 else
I Sensor unit of n; isfaulty;
i Node n; is inserted into Nuy;
9 end if
| end

Algorithm 2 — Software Fault Diagnosis Algorithm

Begin
N ={n1,n2,.....,nk}
*set of deployed nodes*/
Nsf = {nsf1,nsf2,...., nsfq}
[*set of software faulty nodes*/
1 if (6<Ti) then
2 Receive Infosrn frame for node n;;

3 Compute Tausing Eq.1;
4 if (Nwx — ni(Nee) < T) then

5 Software unit of n; isnon-faulty;

b else

[ Softwareunitofn; isfaulty;

§ Noden;isinsertedintoNsy;

§ Determine software fault type using Eq.;

0 end if
I} end if
i end

In case of software failures, the proposed approach
detects the gain, offset, and stuck-at faults of the deployed
nodes. The key objective of Algorithm 2 is to assess the sensor
reading variations as a software fault. In this work, an optimal
threshold value has been computed to diagnose the software
fault as exposed.\2
According to the~Ts value, the software faulty node has been
detected during subsequent rounds. If Nz — n(Nca) is less than
or equal to the T; value, then it decides that the software unit of
n: is non-faulty, otherwise, it is recognized as software faulty.
Once the software fault is detected, it is necessary to find out
the type of software fault.

The fault diagnosis process receives sensor information at
time;t can be defined as follows 10zi(t) represents the i
type of data gathered in the j™ node at time t. Itis difficult to
employ the attained data directly to classify the fault
category. Hence, the corresponding optimal features in
the sensor data should be formulated. The software fault
type formulation of the node at time t is depicted as
follows:

Performance Evaluation

In the section, the proposed ACC scheme is compared and
assessed with related existing coverage and connectivity
schemes like DS [21] and GA [23]. To execute these two
schemes, their existing parameters are employed except
for the node’s energy parameters defined and compared
withsimilar simulation arrangement.
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The proposed scheme detects the major types of
time-based failures such as permanent, intermittent, and
transient faults of the deployed nodes.

An assumption has been made for the following
threshold range that would fix for a different type of time-
based faults. In the case of a permanent fault, the lower
bound threshold value is [T, = 08 and the higher bound
threshold value is H, = 10. The lower and higher bound
threshold values of intermittent fault are LT = 03 and HT =
079 respectively. Finally, the fault rate of transient fault is
considered as LT = 001 and HT, = 029. The FC value for sensor
nwill be compared with various fault rates to identify the
real fault condition of the node. The real fault condition
RF(ni) of node n: can be computed asfollows:

Every sensor can be determined as faulty by Ny neighbors in
the sensing field. If a node n; inclined towards a healthy
node is identified by the diagnosis algorithm, then the
surrounding neighbors are designated as healthy neighbors
in the network.
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5.1 simulation setup

The simulation experiment was implemented in the MATLAB
environment and its simulation setup is shown in Table 4. It was
conducted in the sensing area of 100 m x 100 m in which the sensor
nodes are randomly deployed. All sensors know their geographical
location of the sensing region where they have been deployed. The
sensing and con- nectivity range of each node will be in the range of 10
mand 20 m respectively.

Each node begins its operation with the initial battery en- ergy of 2

(WSN#2) for analyzing the performance of IWSN. The key role
of analyzing WSN#2 setup is to test the performance of proposed
as well as existing schemes under different sink position.

The performance of the proposed E2HFM
scheme was assessed and compared with three candidate
schemes such as HFD [26], INSA [17], and FDRFC [23].

To ensure that the comparisons were fair, all the above
schemes employed the same distributed methodology to
identify the fault diagnosis of scattered sensor nodes.
Table 2. Simulation setting parameters

J. The control and data packet sizes are considered as 20 bytes and 50
bytes respectively. Each simulation experi- ment has been executed
ten times and thus the average value was computed. All the Parameters Value
experiments were implemented in a stationary field, i.e., the sink and
sensors were fixed. The communication and sensing ranges of all Network size 1000 m x 1000 m
sensor nodes are assumed to be the same. There are two types of Number of 100, 200, 300, 400, 500
networks examined in the proposed work such as a smaller network nodes
(50 nodes) and a larger network (300 nodes). Node Random
The efficiency of the proposed and existing methodologies are deployment
assessed through carrying out two different simulation experiments Transmission | 150 m
namely: WSN#1 and WSN#2. In WSN#L, the sink was located at range _
(50, 50) whereas, the sink was located at (100, 50) in WSN#2. In Fig. Network Antenna model Omnl-dlrectlona:jantenna
6, the red and blue nodes repre- sent the randomly deployed Topology Propagation Two-Ray Groun
nodes and target objects respectively. mode_l .
The sink node is denoted by the yellow triangle. Finally, the L?ch Range gonstant Bit Rate
green circle intends the coverage area of nodes with a radius of Sr. :
L N . . Heterogeneous
In most of the existing works, simulation exper- iments are executed Faults
in WSN#1 _setup onIy._ To overcome this, the proposed work (500 m , 500 m),
performed in a new simulation setup Sink position (1000 m , 500 m)
(X.Y)
Sensingrange | 5m
Table 4 Simulation setup properties Simulation time| 200's
Channel Wireless
Channel type Bidirectional
Type Parameters Value Initial energy 5J]
Ymax 1
Network topology Network size 100 m x 100 m P 0.00001
No. of nodes 50,100,150,200,250,300 Hybrid TH UL
) classifier Number of 50
Channel Wireless search agents
Channel type Bidirectional Number of 100
Node deployment Random iterations
Sink position (X,Y) (50 m, 50 m), g 0.001
(100 m, 50 m)
Data packet size 50 bytes Each existing schemes have unigue characteristics to identify
Control packet size 20 bytes the occurrence of one or two faults in the network. Further, these

2] schemes are employed under the condition of the selection of the same

Initial energy . S
Sensi 10 training parameter and utilization of the same generated fault dataset.
9”5"_‘9.“3”99 m Among them, the common parameters of every scheme are set based on
Connectivity range 20m the corresponding literature. To validate the

robustness of the performance results and minimize their randomness,
under the same conditions, the simulation scenario can be run 50 times
and thus, the average value is taken for different performance metrics.
Moreover, the HFD scheme was manipulated with hardware and time-
based faults whereas the INSA and FDRFC schemes addressed the
time-based and software faults respectively. Nevertheless, most of the
existing schemes do not focus on simulating these three faults
simultaneously. The best fault detection scheme for each fault has been
anticipated for the comparison process. Therefore, the proposed scheme
was compared with HFD, INSA, and FDRFC schemes.

Experimental Result and Analysis
The performance of the proposed scheme will be assessed according
to the coverage rate, Number of Coverage and Connectivity Nodes
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(NCCN), average energy consumption, network lifetime, redundancy
rate, connection cost and cover- age efficiency. Here, NCCN is the
novel metrictovalidate the connectivity performance of the proposed
scheme.

The proposed E’HFM scheme is assessed as well as
compared with other existing state-of- art schemes through several
performance metrics. These metrics include Detection Accuracy Rate,
False Alarm Rate, Network Stability Rate (NSR), Network Coverage
Ratio, Diagnosis Latency Rate, Network Lifetime, and Average
Energy Consumption. Here, NSR is the novel metric to demonstrate
the stability and reliability of the proposed scheme.

5.2 1mpact of coveragerate

Coverage Rate (CR) is a significant metric for computing the
coverage consistency of IWSN and is the region coveredby nodes
in an area of interest. This CR metric is likely to be a maximum
(almost 100%) range as long as possible. Typically, the CR for
coverage control schemes begins in an extreme of almost 100%
range however a scheme is considered more effective if it
maintains the CR value as maximum for a prolonged time. Figure
7 depicts the attained experiment re- sults of the CR value in
WSN#1 environment. As it can be noted in Fig. 7, ACC remains
maximum values in CR for a prolonged time.

WSN#1

—+—ACC

DS

L T = =
4 8 12 16 20 24 28 32

—+— AC
—. -

4 8 12 16 20 28 32
24

Fig.7 Analysis of CR in WSN#1 (a) 50 nodes, (b) 300 nodes

In particular, the ACC scheme maintains the higher CR value asa
maximum of 16th round for larger networks where- as the existing
schemes like DS and GA schemes maintain until 12th round only. It
clearly shows the better network sustainability of the proposed ACC
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scheme. This is due to optimal network coverage and connectivity
methodologies are incorporated in the ACC scheme. In the proposed
scheme, the sensing area is fully covered which is guaranteed by the
AC method and necessary information is conveyed to the sink node
with the aid of the EEC method.

On the contrary, only partial coverage is provided by DS and
GA schemes which leads to attaining lesser CR values than the
ACC scheme. The lower CR values in existing schemes clearly
indicate that they are not adopted for 10T based applicationswhere
those applications require coverage reliability and periodical
sensing information. The obtained results of CR value for the
WSN#2 environment are shown in Fig. 8.

Theresults clearly evident that the proposed scheme main- tains
higher CR values compared to the existing schemes. At the same
time, the CR values of WSN#1 environment is higher than
WSN#2 due to center position of sink that covers all sensing area in
the network. This center position ensures the sensing targetobjects
are properly sensed and reportto the sink node.

WSN#
1
0.9
0.8
0.7
0.6
0.5 —e—ACC
0.4
=
0.1 bs
0 EarARE A A T A S
4 8 12 16 20 24 28 32
WSN#1
1 AR A
0.
8
0. —— AC
6 - -C
0. DS
4
4 8 12162024 28 32
Fig. 8 Analysis of CR in WSN#2 (a) 50 nodes, (b) 300 nodes
Impact of Detection Accuracy Rate
The Detection Accuracy Rate (DAR) [38] is computed by
ND
DAR(%) =~ x100 (26) NA
where Np indicates a set of faulty sensor nodes diagnosed
through implemented schemes and Nasignifies a set of original
failure nodes.
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Figure 6a and 6b expose the DAR value for case 1
and case 2 respectively. These results manifest that the DAR of
the proposed E?HFM is better as compared with existing
schemes for both IWSN#1 and IWSN#2 cases. Especially, when
the fault probability rate exceeds 35%, the DAR of the FDRFC,
INSA, and HFD schemes reduces linearly, while the DAR of the
proposed E2HFM scheme still exceeds above 99%. This can be
attributed to monitoring the hardware, software, and time-based
fault status simultaneously of the deployed nodes in IWSN.
These different types of faults are classified using the multi-class
TSVM method. The detection algorithm in the proposed E?HFM
scheme assists in identifying the heterogeneous faults rapidly. It
stimulates the proposed E2HFM to detect all types of faulty
nodes significantly in the network. In contrast, the DAR of the
FDRFC scheme attains lower DAR because it entirely depends
on the training dataset. It does not detect the faults induced in
real-time readings.

IWSN#1

100 W
& T~
u LN
g 90 X... - - e g
(8}
2 = - —— Proposed
28 | e X,
S x >< —l —HFD
3 INSA
g 70 Merenaig
o «+2%-- FDRFC
a8

60

5 10 15 20 25 30 35 40
FAULT PROBABILITY

IWSN#2
100 &To—o—o—\’”___,
g S
& e |
w RN
g 9 - -8
z X e
2 —4&— Proposed
2 80 a
g Hevrointan,. & —l - HFD
3 INSA
g 70 %...
w X 2+ FDRFC
a
60
5 10 15 20 25 30 35 40
FAULT PROBABILITY

Figure 6 Comparison of DAR under different fault probability rates
in (a) IWSN#1 (b) IWSN#2

Conclusion
In IWSN, there will be a sink node which gathers sensing
information from all the sensor nodes. Nevertheless, coverage,
connectivity and energy consumption are the three most sig- nificant
objectives for guaranteed the data forwarding from each node to a
sink. In this work, the ACC scheme has been proposedthattriesto
consider three objectives simultaneously for problem formulation.
The primary step of the proposed scheme aims to build adaptive
coverage among the sensor nodes. Thereafter, it maintains the
network connectivity as long as possible, while covering a sensing
area as large as possible.

The experiment results are simulated in the MATLAB en-
vironment. A set of simulations are executed in two different WSN
environments and a comparison with the related works are
accomplished. The performance results have shown that the
proposed scheme outperforms all existing schemes like DS and GA

ISRJournals and Publications

schemes for smaller as well as larger networks. In particular, CR
results validated that the proposed scheme maintains the sensing
coverage as long as possible, whereas the AEC results confirmed
that it consumes lesser energy for coverageandconnectivityprocess.
Finally,thehigherconnec- tivity performance has been proven by the
NCCN results. Therefore, it can conclude that the proposed ACC
scheme improves the quality of service of the IWSN model through
appropriate coverage, connectivity, and energy management
methods.

The proposed scheme has a wide range of IWSN based
applications in large scale industries to supervise some speified
target events such as possible fire region, gas leakages, animal
tracking, etc. However, it does not address the secure forwarding
mechanism during data transmission.

Owing to the limited battery resources of sensor nodes and
diverse deployment environments, fault diagnosis in IWSN has become
a more challenging task. Almost no existing fault management scheme
has been established to identify and classify the different types of
heterogeneous faults in the IWSN. But, the proposed E2HFM scheme
considered all the heterogeneous faults (hardware, software, and time-
based faults) during the fault diagnosis stage itself. The initial step of
the proposed E?HFM scheme is to identify the heterogeneous faults of
the deployed sensor nodes in IWSN. Subsequently, the Hybrid TH
classifier has been exploited to classify the faults into their
corresponding types. The HGOA in Hybrid TH classifier balances the
exploitation and exploration in searching space which stimulates the
HGOA to obtain the optimal values for TSVM parameters (s, J) during
the training process.

The simulation results are assessed in the MATLAB
platform where a set of experiments are evaluated under two different
IWSN scenarios. The obtained results manifest that the proposed
E?HFM scheme outperforms the FDRFC, INSA, and HFD schemes for
large-scale IWSN. Particularly, the results of the NSR metric proven
that the proposed E?HFM scheme perpetuates the network for an
extensive period. The NL of EZHFM has enhanced by 37%, 23%, and
12% when compared with FDRFC, INSA, and HFD schemes
respectively. Furthermore, the E2HFM still sustains with 0.1 J AEC,
96% NCR, and 99% DAR for dense IWSN circumstances. The AEC
results validate that it depletes lesser battery energy for the diagnosis
as well as classification stages. Henceforth, it can be concluded that
the proposed E2HFM scheme prolonging thenetwork stability by the
implementation of an effective fault management strategy in IWSN.

References

Ghasempour A (2019) Internet of things in smart grid: architecture,
applications, services, keytechnologies,and challenges. Inventions 4:22
Ullah A, Said G, Sher M, Ning H (2020) Fog-assisted secure healthcare
data aggregation scheme in loT-enabled WSN. Peer Peer Netw Appl
13:163-174

Behera TM, Mohapatra SK, Samal UC, Khan MS, Daneshmand M,
Gandomi AH (2019) Residual energy based cluster-head selection in
WSNs for loT application. IEEE Internet Things J 6:5132-5139

Carreno R, Aguilar V, Pacheco D, Acevedo M (2019) An loT expert
system Shell in block-chain technology with ELM as infer- ence engine.
IntJ Inf Technol Decis Mak 18:87-104

He Y, Han G, Wang H (2019) A sector-based random routing scheme
for protecting the source location privacy in WSNs for the internet of
things. Futur Gener Comput Syst 96:438-448

Zakariayi S, Babaie S (2019) DEHCIC: a distributed energy-aware
hexagon based clustering algorithm to improve coverage in wire- less
sensor networks. Peer Peer Netw Appl12(4):689-704

Romero E, Blesa J, Araujo A (2019) An adaptive energy aware strategy
based on game theory to add privacy in the physical layer for cognitive
WSNs. Ad Hoc Netw 92:101800

Wu J, Chen Z, Wu J (2020) An energy efficient data transmission

Pag

e 1674




isrjournals

International Journal of Advanced Research in Computer Science Engineering and Information Technelo

Volume: 6 Issue: 3 Mar,2022,ISSN_NO: 2321-3337

/

"

)

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

approach for low-duty-cycle wireless sensor networks. Peer Peer Netw
Appl 13:255-268

Prasanth A, Pavalarajan S (2020) Implementation of efficient intra- and
inter-zone routing for extending network consistency in wire- less sensor
networks. J Circuit Syst Comp 29:1-25

Sharma G, Rajesh A, Babu L, Mohan E (2019) Three-dimensional
localization in anisotropic wireless sensor networks using fuzzy logic
system. Ad Hoc Sens Wirel Netw 45:29-57

Senouci MR, Mellouk A (2019) A robust uncertainty-aware clus- ter-
based deployment approach for WSNs: coverage, connectivity, and
lifespan. J Netw Comput Appl 146:102414

Prasanth A, Pavalarajan S (2019) Zone-based sink mobility in wire- less
sensor networks. Sens Rev 39:874-880

Farhat A, Guyeux C, Haddad M, Hakem M (2020) Energy- efficiency
and coverage quality management for reliable diagnos- tics in wireless
sensor networks. IntJ Sens Netw 32:127-138

Kavidha V, Ananthakumaran S (2019) Novel energy-efficient se- cure
routing protocol for wireless sensor networks with Mobile sink. Peer
Peer Netw Appl 12:881-892

Boukerche A, Sun P (2018) Connectivity and coverage based pro- tocols
for wireless sensor networks. Ad Hoc Netw 80:54-69

Zygowski C, Jaekel A (2020) Optimal path planning strategies for
monitoring coverage holes in wireless sensor networks. Ad Hoc Netw
96:101990

Chakraborty S, Goyala NK, Mahapatrac S, Sohb S (2020) A Monte-
Carlo Markov chain approach for coverage-area reliability of mobile
wireless sensor networks with multistate nodes. Reliab Eng Syst Saf
193:106662

Binh H, Hanh N, Quan L, Nghia N, Dey N (2020) Metaheuristics for
maximization of obstacles constrained areacoverage inhetero- geneous
wireless sensor networks. Appl Soft Comput 86:105939

Hajjej F, Hamdi M, Ejbali R, Zaied M (2020) A distributed cover- age
hole recovery approach based on reinforcement learning for wireless
sensor networks. Ad Hoc Netw 101:102082

Kabakulak B (2019) Sensor and sink placement, scheduling and routing
algorithms for connected coverage of wireless sensor net- works. Ad
Hoc Netw 86:83-102

Nguyen P, Hanh N, Khuong N (2019) Node placement for connect- ed
target coverage in wireless sensor networks with dynamic sinks.
Pervasive Mob Comput 59:101070

Etancelin J, Fabbri A, Guinand F, Rosalie M (2019) DACYCLEM: a
decentralized algorithm for maximizing coverage and lifetimeina Mobile
wireless sensor network. Ad Hoc Netw 87:174-187

Elhoseny M, Tharwat A, Yuan X, Hassanien A (2018) Optimizing K-
coverage of mobile WSNSs. Expert Syst Appl 92:142-153

Xu'Y, Ding O, Qu R, Li K (2018) Hybrid multi-objective evolu- tionary
algorithms based on decomposition for wireless sensor net- work
coverage optimization. Appl Soft Comput 68:268—-282

Dahiya S, Singh PK (2018) Optimized Mobile sink based grid
coverage-aware sensor deployment and link quality based routing in
wireless sensor networks. IntJ Electron Commun 89:191-196
Mostafaei H, Montieri A, Persico V, Pescape A (2017) A sleep
scheduling approach based on learning automata for WSN partial
coverage. J Netw Comput Appl 80:67-78

Guptaa SK, Kuilab P, Jana PK (2016) Genetic algorithm approach for k-
coverage and m-connected node placement in target based wireless
sensor networks. Comput Electr Eng 56:544-556

Torkestani JA (2013) An adaptive energy-efficient area coverage
algorithm for wireless sensor networks. Ad Hoc Netw 11:1655— 1666
Cardei M, Wu J (2006) Energy-efficient coverage problems in wire- less
adhoc sensor networks. Comput Commun 29:413-420

Mostafaei H (2015) Stochastic barrier coverage in wireless sensor
networks based on distributed learning automata. Comput Commun
55:51-61

Kumar CS, Lai T (2010) Local barrier coverage in wireless sensor
networks. IEEE Trans Mob Comput 9:491-504

ISRJournals and Publications

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.
52.

53.

Yardibi T, Karasan E (2010) A distributed activity scheduling al-
gorithm for wireless sensor networks with partial coverage. Wirel Netw
16:213-225

Yetgin H, Cheung KK, El-Hajjar M, Hanzo L (2017) A survey of
network lifetime maximization techniques in wireless sensor net- works.
IEEE Commun Surv Tutor 19:828-854

Sun G, Liu'Y, Li H, Wang A, Liang S (2018) A novel connectivity and
coverage algorithm based on shortest path for wireless sensor networks.
Comput Electr Eng 71:1025-1039

Samie M, Dragffy G, Tyrrell AM (2013) Novel bio-inspired ap- proach
for fault-tolerant VLSI systems. IEEE Trans Very Large Scale Integr
(VLSI) Syst 21:1878-1891

P.Nayak, G.K.Swetha, S.Gupta, K.Madhavi, Routing in Wireless
Sensor Networks Using Machine Learning Techniques: Challenges and
Opportunities, Measurement, 170 (2021) 108974:1-18.

M. Ammar, G. Russello, B. Crispo, Internet of Things: A survey on the
security of loT frameworks, Journal of Information Security and
Applications, 38 (2018) 8-27.

S.li, Z.liu, Z.huang, DynaPro: Dynamic Wireless Sensor Network Data
Protection Algorithm in loT via Differential Privacy, IEEE Special
Section on Data Mining for Internet of Things, IEEE Access, 7 (2019)
167754 — 167765.

A.Prasanth, S.Pavalarajan, Zone-based sink mobility in wireless sensor
networks, Sensor Review, 39 (2019) 874-880.

G.Kaur, P.Chanak, M.Bhattacharya, Memetic Algorithm-Based Data
Gathering Scheme for loT-Enabled Wireless Sensor Networks, IEEE
Sensors Journal, 20 (2020) 11725- 11734.

Z.Ding, H.Chen, N.Ansari, Energy-Efficient Relay-Selection-Based
Dynamic Routing Algorithm for loT-Oriented Software-Defined
WSNSs, IEEE Internet Of Things Journal, 7 (2020) 9050-9065.

10T enabled WSN Applications, Peer-to-Peer Networking and
Applications, 13 (2020) 1905-1920.

P.Chanak, I.Banerjee, Congestion Free Routing Mechanism for 1oT-
Enabled Wireless Sensor Networks for Smart Healthcare Applications,
|EEE Transactions On Consumer Electronics, 66 (2020) 223-232.
A.Prasanth, S.Pavalarajan, Implementation of Efficient Intra-and
Inter-Zone Routing for Extending Network Consistency in Wireless
Sensor Network, Journal of Circuits, Systems and Computers, 29
(2020) 1-25.

K.Karunanithy, B.Velusamy, Energy efficient cluster and travelling
salesman problem based data collection using WSNs for Intelligent
water irrigation and fertigation, Measurement, 161, (2020) 107835:1-
21

A.Prasanth, S.Pavalarajan Particle Swarm Optimization Algorithm
Based Zone Head Selection in Wireless Sensor Networks,
International Journal of Scientific & Technology Research, 8 (2019)
1594-1597.

M.R.Skydt, M.Bang, H.R.Shaker, A probabilistic sequence
classification approach for early fault prediction in distribution grids
using long short-term memory neural networks, Measurement, 170
(2021) 108691:1-17.

E.Moridi, M.Haghparast, M.Hosseinzadeh, S.J.Jassbi, Fault
management frameworks in wireless sensor networks: A survey,
Computer Communications 155 (2020) 205-226

S.Zidi, T.Moulahi, B.Alaya, Fault Detection in Wireless Sensor
Networks through SVM Classifier, IEEE Sensors Journal, 18 (2018)
340- 347.

S.Mitra, A.Das, Distributed Fault Tolerant Architecture for Wireless
Sensor Network,

Informatica, 41 (2017) 47-58.

T.Muhammed, R.A.Shaikh, An analysis of fault detection strategies in
wireless sensor networks, Journal of Network and Computer
Applications, 78 (2017) 267-287.

S.Mohapatra, P.M.Khilar, Fault diagnosis in wireless sensor network
using negative selection algorithm and support vector machine,
Computational Intelligence, 36 (2020) 1374-1393.

Page 1675




isrjournals

International Journal of Advanced Research in Computer Science Engineering and Information Technelo

Volume: 6 Issue: 3 Mar,2022,ISSN_NO: 2321-3337

/

o | ol
nm

54. V.K.Menaria, S. C. Jain, N.Raju , R.Kumari, NLFFT: A Novel Fault
Tolerance Model Using Artificial Intelligence to Improve Performance
in Wireless Sensor Networks, IEEE Access, 8 (2020) 149231-149254.

55. M.Masdari, S.Ozdemir, Towards coverage-aware fuzzy logic-based
faulty node detection in heterogeneous wireless sensor networks,
Wireless Personal Communication, 111 (2020) 581-610.

56. W.Gui, Q.Lu, M.Su, F.Pan, Wireless Sensor Network Fault Sensor

ISRJournals and Publications

57.

Recognition Algorithm Based on MM* Diagnostic Model, IEEE
Access, 8 (2020) 127084-127093.

Y.Gao, F.Xiao, J.Liu, Distributed Soft Fault Detection for Interval
Type-2 Fuzzy-Model- Based Stochastic Systems with Wireless Sensor
Networks, IEEE Transactions On Industrial Informatics, 15 (2019)
334-347.

Page 1676



http://www.tcpdf.org

